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New research found troubling vulnerabilities in the 5G platforms carriers offer to wrangle embedded device data.
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3GPP Overall Architecture and Specifications

Common (2G/3G/4GI5G)

29.007 PLMN - ISDN/PSTN Interworking
29.011 Supplementary services

| 4G and 5G Identifier mapping

4G Identifier

5G Identifier

IMSI - International Mobile Subscriber Identity

SUPI - Subscription Permanent Identifier

SUPI - Subscription Permanent |dentifier

SUCI - Subscription Concealed Identifier

PEI - Permanent Equipment Identifier

GUTI - Globally Unique Temporary UE Identify

5G-GUTI - 5G Globally Unique Temporary UE Identify

DNN - Data Network Name

NCGI - NR Cell Global Identity
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NCI - NR Cell Identity

GPSI - Generic Public Subscription Identifier

GPSI - Generic Public Subscription Identifier

S-NSSAI - Single-Network Slice Selection Assistance Information

RFC 7090 PSAP Callback

PSAP

IMS

| 5G Network Function Abbreviations }-

Release-15

5G-EIR - 5G-Equipment Identity Register

AANF - AKMA (Authentication and Key Management for
i Applications) Anchor Function

1 AF - Application Function

i AMF - Access and Mobility Management Function

i AUSF - Authentication Server Function

ARPF - Authentication credential Repository and Processing
Function

BSF - Binding Support Function

CAPIF - Common API Framework for 3GPP northbound APIs
CHF - Charging Function

I-UPF - Intermediate UPF

LMF - Location Management Function

LRF - Location Retrieval Function

N3IWF - Non-3GPP InterWorking Function

NEF - Network Exposure Function

NRF - Network Repository Function

NSSF - Network Slice Selection Function

NWDAF - Network Data Analytics Function

PCF - Policy Control Function

SCP - Service Communication Proxy

i SEAF - SEcurity Anchor Function.

i SEPP - Security Edge Protection Proxy

i SIDF - Subscription Identifier De-concealing Function
i SMF - Session Management Function

SMSF - Short Message Service Function

TNAP - Trusted Non-3GPP Access Point

TNGF - Trusted Non-3GPP Gateway Function

TWIF - Trusted WLAN Interworking Function

UDM - Unified Data Management

UDR - Unified Data Repository

UDSF - Unstructured Data Storage Function

UPF - User Plane Function

Release-16

IPUPS - Inter PLMN UP Security

I-SMF - Intermediate SMF

NSSAAF - Network Slice-specificand SNPN Authentication and
Authorization Function

UCMF - UE radio Capability Management Function

SoR-AF - Steering of Roaming Application Function

Release-17

5G DDNMF - 5G Direct Discovery Name Management Function
ADREF - Analytics Data Repository Function

EASDF - Edge Application Server Discovery Function

MFAF - Messaging Framework Adaptor Function

DCCEF - Data Collection Coordination Function

NSACF - Network Slice Admission Control Function

TSCTSF - Time Sensitive Communication and Time
Synchronization Function

| EPC non-3GPP Access

Trusted

non-3GPP

DSMIPv6 (RFC5555)

Untrusted

non-3GPP

o e e d

| 5GC non-3GPP Access

Trusted Non-3GPP Access Network (TNAN)

Untrusted
non-3GPP




5G Sicherhelt Zugang zu 5G
bleibt komplex Sicherheit vereinfacht

RADIX SECURITY
www.radix-security.com



LOsungsansatz
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Sicherheit beginnt
bel der Netzentwicklung
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Schulung erhoht das
Verstandnis von 5G
Sicherheit

Regelmalige
Sicherheitstest des
operativen 5G



Breakout Session

Welche
Malihahmen
helfen Angriffe
abzuwehren?

Woher
kommen
Angriffe auf 5G
Netze?

Vor wem muss
iIch mich als
Operator
schitzen?
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